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 On July 24, 1998, a man entered the 
U.S. Cap�tol bu�ld�ng �n Wash�ngton, 
DC, w�th a .38-cal�ber handgun con-

cealed under h�s cloth�ng. A secur�ty check 
po�nt w�th a portal weapons-detect�on sys-
tem had been establ�shed at the entrance of 
the bu�ld�ng. Know�ng that h�s gun would be 
detected �f he walked through the portal, the 
man stepped around �t. Immed�ately, he was 
confronted by Jacob Chestnut, one of the 
Cap�tol Pol�ce off�cers operat�ng the portal. 
The man drew h�s gun and k�lled Chestnut. 
He then shot and k�lled a second off�cer, John 
G�bson, before he was stopped.1

Seven years later, on December 5, 2005,  
a man w�th a bomb vest under h�s cloth�ng 
approached a shopp�ng mall �n Netanya,  
Israel. H�s behav�or alerted pol�ce and mall 
secur�ty. When he was confronted outs�de  
the mall, the su�c�de bomber detonated h�s 
bomb, k�ll�ng 5 people and �njur�ng 50.2 

Although there has yet to be a su�c�de  
bomb�ng �n th�s country, such an attack  
could happen anywhere—on a bus, at a  
mall, at the Super Bowl, or at the Academy 
Awards. It �s v�tal for law enforcement to be 
able to detect and respond to weapons at a 
suff�c�ent d�stance to allow off�cers to make 
dec�s�ons and take act�ons that deal safely 
w�th the s�tuat�on. For over a decade, the 
Nat�onal Inst�tute of Just�ce (NIJ) has been 
work�ng to address th�s need. 

Limitations of current  
weapons-detection Systems 

The �nc�dent at the U.S. Cap�tol showed  
the l�m�tat�ons of current secur�ty-detect�on 
portal systems—they must be near an �nd�v�d-
ual to work. They generally prov�de suff�c�ent 
warn�ng when �t comes to detect�ng a kn�fe, 
but they cannot detect weapons that can k�ll 
beyond arm’s reach. By the t�me a handgun 
or a bomb vest �s detected, �t generally �s too 
close to be dealt w�th safely.
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But there are ways to prov�de more warn�ng. 
One �s to move the portal farther from the 
operator. For example, �t can be �ncorporated 
�nto a bu�ld�ng’s entrance and operated from 
a control room at another locat�on. A person  
who wants to enter the bu�ld�ng �s then 
requ�red to f�rst go through the portal before 
an �nter�or door opens to allow adm�ttance to 
the bu�ld�ng. If the portal detects a weapon, 
the operator does not open the �nter�or door 
or the door locks automat�cally, w�thout the 
operator’s �ntervent�on. To further protect  
the publ�c, exter�or doors open only after a 
second �nter�or door �s closed beh�nd the  
person who has entered. In th�s way, only 
one person at a t�me can enter the bu�ld-
�ng, prevent�ng the poss�b�l�ty that �nnocent 
bystanders would be trapped �n an entryway 
w�th an armed person.

Desp�te the�r advantages, remote portal 
weapons-detect�on systems have s�gn�f�cant 
l�m�tat�ons. They requ�re more space for the 
remote locat�on, wh�ch �s not always ava�l-
able, and they �mpede traff�c flow. Us�ng a 
remote exter�or door w�th screen�ng equ�p-
ment and a second �nter�or door �n a crowded 
venue, such as a sport�ng event or an a�rport, 
would �mpede the flow of pedestr�an traff�c 
and cause people to collect �n a relat�vely 
small area, creat�ng a pr�me target for a  
su�c�de bomb�ng or other attack.

Another approach to detect�ng concealed 
weapons �s through the use of back-scatter 
x-ray weapons-detect�on systems, wh�ch  
use low-dose x-rays to develop �mages 
of objects under cloth�ng. The x-rays pass 
through cloth�ng and are reflected—or  
“scattered back”—by the sk�n. These  
systems have the same l�m�tat�on as  
ex�st�ng portal weapons-detect�on systems: 
They requ�re close prox�m�ty to detect a 
weapon. They can, however, reduce the  
nu�sance alarms that occur when metal 
objects other than weapons are detected  
and thus move pedestr�an traff�c more  
qu�ckly through secur�ty checkpo�nts.

where Are we Going?

In the late 1990s, NIJ launched an aggress�ve 
program to f�nd ways to detect concealed 
weapons from a safe d�stance. The Inst�tute 

�nvest�gated a w�de range of potent�al  
solut�ons—radar, �nfrared rad�at�on cameras, 
acoust�c dev�ces—and determ�ned that 
pass�ve m�ll�meter wave (MMW) cameras 
offered the greatest potent�al. 

A pass�ve MMW camera �s one that does 
not use an art�f�c�al source of MMW rad�a-
t�on. It develops �mages from amb�ent MMW 
rad�at�on, wh�ch, l�ke �nfrared rad�at�on, �s all 
around but cannot be seen by the human 
eye. Although both �nfrared and MMW rad�a-
t�on can penetrate cloth�ng to develop �mag-
es of h�dden objects, MMW rad�at�on �s more 
effect�ve �n th�s respect. For example, an 
MMW camera can develop an �mage through 
a heavy coat, but an �nfrared camera cannot. 

Over the past decade, NIJ has leveraged 
research and development on MMW technol-
ogy performed by the U.S. Department of 
Defense to the po�nt that there now are  
commerc�ally ava�lable MMW weapons- 
detect�on cameras.3 These cameras  
represent a 10-fold decrease �n s�ze and cost 
from the �n�t�al prototypes, but much work 
rema�ns to be done �n �mprov�ng resolut�on 
and range, and reduc�ng we�ght and cost.

NIJ cont�nues to work on develop�ng the 
potent�al for MMW technology to detect  
concealed weapons. For example, the 
Inst�tute �s explor�ng the use of automob�le 
coll�s�on-avo�dance MMW radar; and �n  
another project, �t �s support�ng efforts  
to develop smaller, less expens�ve MMW 
cameras. NIJ �s also reexam�n�ng other  
technolog�es, such as �nfrared cameras,  
that have advanced �n the last decade  
and could offer new opportun�t�es for  
the detect�on of concealed weapons.

Use-of-force protocols for dealing with an 
armed gunman, who may or may not be  
suicidal, may not be appropriate for dealing 
with a suicide bomber, whose device might be 
detonated remotely by an accomplice or by the 
bomber himself even after being restrained.
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new technologies demand  
new Protocols

New technology �s never, �n �tself, the  
solut�on. Rather, the solut�on l�es �n adopt�ng 
effect�ve pol�c�es and pract�ces for use of the 
technology. Emerg�ng weapons-detect�on 
technolog�es pose complex quest�ons for  
law enforcement agenc�es, part�cularly the 
development of legally defens�ble protocols 
for us�ng them.

For �nstance, us�ng a dev�ce to remotely 
search people walk�ng �n a publ�c venue, 
w�thout the�r knowledge, ra�ses fundamental 
Fourth Amendment concerns w�th respect 
to lawful searches. When and under what 
c�rcumstances can such a dev�ce be used? 
What �s the publ�c’s reasonable expectat�on 
of pr�vacy �n a publ�c venue? What const�-
tutes probable cause for the use of these 
dev�ces? What �s a reasonable search? 

Another �ssue �s appropr�ate use-of-force 
protocols. The use of deadly force �s gov-
erned by the total�ty of the s�tuat�on. There 
are two sal�ent po�nts to keep �n m�nd when 
develop�ng protocols under these c�rcum-
stances. The f�rst �s that no technology �s 
perfect. An MMW camera may reveal an 
object that, �n all l�kel�hood, �s a bomb vest, 
but there �s st�ll a poss�b�l�ty, however sl�m, 
that �t may not be a bomb vest. The second 
po�nt �s that a su�c�de bomber, by def�n�t�on, 
�ntends to k�ll or �njure as many people as 
poss�ble. Use-of-force protocols for deal-
�ng w�th a person armed w�th a handgun, 
who may or may not be su�c�dal, may not 
be appropr�ate for deal�ng w�th a su�c�de 
bomber, whose dev�ce m�ght be detonated 
remotely by an accompl�ce or by the bomber 
h�mself even after be�ng restra�ned. 

Under the Nat�on’s federal�st system of 
government, the development of spec�f�c 
protocols for the effect�ve use of these 

technolog�es must be done jur�sd�ct�on by 
jur�sd�ct�on. Jur�sd�ct�ons need not work �n 
a vacuum, however. Key profess�onal publ�c 
safety organ�zat�ons have begun to develop  
gu�del�nes, �nclud�ng ways for respond-
�ng to su�c�de bombers. The Internat�onal 
Assoc�at�on of Ch�efs of Pol�ce (IACP), for 
example, �ncludes th�s �ssue �n �ts Training 
Key monographs, wh�ch prov�de off�cers 
w�th author�tat�ve �nformat�on on a broad 
var�ety of law enforcement pract�ces and 
procedures. For more �nformat�on on the 
IACP Training Key monographs, see www.
�acp.org.

A new century of challenges

The new century br�ngs w�th �t new chal-
lenges �n detect�ng concealed weapons.  
As cr�m�nal just�ce profess�onals work on  
the technology and protocols to address 
these challenges, NIJ w�ll cont�nue to pro-
v�de the research and development that the 
Federal, State, and local law enforcement 
commun�t�es need to help prevent attacks 
and ensure the safety of c�t�zens.
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